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1 Decision/action requested 
This contribution proposes a new key issue for TR 33.866
2 References
[1]

3GPP TR 23.700-91: "Study on enablers for network automation for the 5G System (5GS); Phase 2 (Release 17)"
3 Rational
Since “Use Case #5: NWDAF supporting the detection of cyber-attacks” is one of use case in clause 5.1.5 in 23.700-91 [1], the contribution proposes a new key issue for NWDAF supporting the detection of DDoS attack.
4 Detailed proposal
*************** Start of 1st Change ****************
5.X
Key Issue #X NWDAF assisting in Detecting DoS Attack on Network Entities
5.X.1
Key issue details

As described in clause 5.1.5 in TR 23.700-91 [yy], one use case for NWDAF is to help supporting detection of cyber-attack on network entities and to help for operator taking proper action to mitigate the cyber-attacks. One of the mostly common cyber-attack is DDoS attack since the operator network is the pipe for data flow.

5G has high performance requirements for system capacity and data rate. Except for eMBB, 5GS shall support mIoT, URLLC terminals, the system capacity will be n times more than LTE. Besides, 5GS shall support high data rate which is 10 times more than LTE. In addition, mIoT and URLLC terminals have some special features, e.g. some mIoT terminals use control plane to send data which may require some core network entities, e.g. AMF, SMF, to additionally process user plane, URLLC terminals need to establish redundant PDU session to send user data which requires double overhead. Thus, improved capacity and higher data rate may lead to much higher processing capability cost for network entities, which may make some network entities (e.g. RAN, Core Network Entities) to suffer from DDoS attack.
Since NWDAF could collect multiple data from the network entities, it could help in detecting the DDoS attacks based on those collected data. The network should also prepare specific mechanism to mitigate the DDoS attack based on NWDAF’s outputs.

5.X.2
Security threats

DDoS attacks towards the 5G network entities include both large number of signal packets (e.g. NAS signalling messages) and user plane packets sent by compromised 5G devices. This kind of attack would lead to denial of service or at least throughput degradation caused by congestion to legitimate UEs whose traffic shares the same core network links.

For example, a large number of abonormal CIoT UE(s) using CP optimisation repeatedly initiating packet sending procedures in a short period which might be the DoS attack on RAN or AMF, in this case, the normal UEs would be dropped off because of resource exhaustion.
5.X.3
Potential security requirements

1) The NWDAF shall be able to identify DDoS attack on RAN or 5GC based on collected data. 

2) The 5GS shall be able to mitigate DDoS attack based on NWDAF outputs.
*************** End of 1st Change ****************
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